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Selguk Baktir, Sandeep Kumar, Christof Paar, Berk Sunar 

August 2007 Mobile Networks and Applications, volume 12 issue 4 

Publisher: ACM 

Full text available: *jg pdf(448.53 KB ) Additional Information: full citation , abstract , references , index terms 

We propose a novel area/time efficient elliptic curve cryptography (ECC) processor 
architecture which performs all finite field arithmetic operations in the discrete Fourier 
domain. The proposed architecture utilizes a class of optimal extension fields (OEF) GF 
(q m ) where the field characteristic is a Mersenne prime q = 2 n - 1 and m = n. The main 
advantage of our architecture is that it achieves extension field modular multiplicat ... 
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terms 

Algorithms for parallel computation (multiplication, reduction and exponentiation) over 
finite fields in the general case: GF(N) and where N is a Mersenne prime of 127, 521, 607 
or 1279 bits: GF(2 P -1) are described. They find a direct application in the generation of 
asymmetric public-key cryptosystems.Two different ways are suggested to implement 
efficiently these algorithms:The first takes advantage of the RISC architecture of the 
transputers (INMOS IMS T414), the parallelism ... 

4 Hig h -level techniq ues f or speci fic a pplications: High-level synthesis for large b it-width Q 
#> multipliers on FPGAs: a case study 

^ Gang Quan, James P. Davis, Siddhaveerasharan Devarkal, Duncan A. Buell 

September 2005 Proceedings of the 3rd IEEE/ACM/IFIP international conference on 
Hardware/software codesign and system synthesis CODES+ISSS 
'05 , Proceedings of the 3rd IEEE/ACM/IFIP international conference 
on Hardware/software codesign and system synthesis CODES+ISSS 

Publisher: ACM Press, IEEE Computer Society 

Full text available: l 5|pdf(427 .32 KB ) 

isj Additional Information: full citation , abstract , references , index terms 

y& Publisher Site 

In this paper, we present the analysis, design and implementation of an estimator to 
realize large bit width unsigned integer multiplier units. Larger multiplier units are 
required for cryptography and error correction circuits for more secure and reliable 
transmissions over highly insecure and/or noisy channels in networking and multimedia 
applications. The design space for these circuits is very large when integer multiplication 
on large operands is carried out hierarchically. In this paper, w ... 

Keywords: FPGA devices, design exploration, high level synthesis, large-scale integer 
multipliers, reconfigurable computing 



5 Hardw are organization to achieve high-speed elliptic curve cryptography for mobile Q 
devices 

Sining Liu, Brian King, Wei Wang 

August 2007 Mobile Networks and Applications, volume 12 issue 4 
Publisher: ACM 

Full text available: pdf(458.41 KB) Additional Information: full citation , abstract , references , index terms 

Elliptic curve cryptography (ECC) is recognized as a fast cryptography system and has 
many applications in security systems. In this paper, a novel sharing scheme is proposed 
to significantly reduce the number of field multiplications and the usage of lookup tables, 
providing high speed operations for both hard-ware and software realizations. 



Keywords: cryptographic hardware organization, elliptic curve cryptography, lookup 
table 
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Full text available:^ pdfd 90.68 KB) Additional Information: full citation , abstract , references , index terms 

We introduce an efficient way of performing polynomial multiplication in a class of finite 
fields GF(p m ) in the frequency domain. The Fast Fourier Transform (FFT) based frequency 
domain multiplication technique, originally proposed for integer multiplication, provides an 
extremely efficient method for multiplication with the best known asymptotic complexity, 
i.e. 0(n log n log log n). Unfortunately, the original FFT method bears significant overhead 
due to ... 

Keywords: Fast Fourier Transform (FFT), coding theory, elliptic curve cryptography, 
fermat numbers, fermat transform, finite fields, polynomial multiplication 



7 Security on FPGAs: State-of-the-art implementations and attacks Q 
Thomas Wollinger, Jorge Guajardo, Christof Paar 

August 2004 ACM Transactions on Embedded Computing Systems (TECS), volume 3 issue 

3 

Publisher: ACM Press 

Full text available: ^ p df(296. 79 KB) Additional Information: full citation , abstract , references , index terms 

In the last decade, it has become apparent that embedded systems are integral parts of 
our every day lives. The wireless nature of many embedded applications as well as their 
omnipresence has made the need for security and privacy preserving mechanisms 
particularly important. Thus, as field programmable gate arrays (FPGAs) become integral 
parts of embedded systems, it is imperative to consider their security as a whole. This 
contribution provides a state-of-the-art description of security issues ... 

Keywords: Cryptography, FPGA, attacks, cryptographic applications, reconfigurable 
hardware, reverse engineering, security 




Academic pa pers: Elliptic curve cr y p togra phy: Java implementation 
Kossi D. Edoh 

October 2004 Proceedings of the 1st annual conference on Information security 
curriculum development InfoSecCD '04 

Publisher: ACM Press 

Full text available:^ pdf(163. 76 KB) Additional Information: full citation , abstract , references , index terms 

The use of Java in developing commercial Internet applications is growing very rapidly. A 
major requirement for e-commerce applications is the provision of security. In this work 
we consider Elliptic Curve Cryptography (ECC) because of the high level of security it 
provides with small key sizes. ECC is ideal for use on constrained environments such as 
pagers, personal digital assistants, cellular phones and smart cards. We implement the 
ECC algorithms approved by the National Institute of Standa ... 

Keywords: NIST, cryptography, elliptic curves, network security 



Security: Attacking elliptic curve cryptosystems with special-purpose hardware 
Tim Gueneysu, Christof Paar, Jan Pelzl 

February 2007 Proceedings of the 2007 ACM/SIGDA 15th international symposium on 
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Since their invention in the mid 1980s, Elliptic Curve Cryptosystems (ECC) have become 
an alternative to common Public-Key (PK) cryptosystems such as, e.g., RSA. The 
utilization of Elliptic Curves (EC) in cryptography is very promising because of their 



http://portal.acm.org/resultsxfm?CFID=47592383&CFTOKEN=66888269&adv=l& 12/21/07 



Results (page 1): +finite +field "modular reduction" 



Page 4 of 6 



resistance against powerful index-calculus attacks. Providing a similar level of security as 
RSA, ECC allows for efficient implementation due to a significantly smaller bit size of the 
operands. It is widely accepted that the only feasible way to ... 
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We describe three ways to generalize Lenstra's algebraic integer recovery method. One 
direction adapts the algorithm so that rational numbers are automatically produced given 
only upper bounds on the sizes of the numerators and denominators. Another direction 
produces a variant which recovers algebraic numbers as elements of multiple generator 
algebraic number fields. The third direction explains how the method can work if a 
reducible minimal polynomial had been given for an algebraic gener ... 

12 Security: CReconfi g urable fin ite field i nstruction set architecture 
Nathan Jachimie, Fernando Martinez-Vallin, Jafar Saniie 

February 2007 Proceedings of the 2007 ACM/SIGDA 15th international symposium on 
Field programmable gate arrays FPGA '07 

Publisher: ACM Press 

Full text available:^ pdf (236. 94 KB) Additional Information: full citation , abstract , references , index terms 

Reconfigurable computing can provide a significant speed-up factor to cryptographic and 
error correcting code algorithms. Finite field arithmetic is essential to both, but is difficult 
to implement efficiently. Finite field instruction set extensions and a reconfiguration 
framework have been constructed to enable a finite field multiplier to be regenerated via 
software control. A performance evaluation has been created by generating a Finite Field 
Extensions Unit with MicroBlaze processor in a X ... 

Keywords: FSL, MicroBlaze, Xilinx, embedded development, fast simplex links, finite field 
arithmetic, galois fields, instruction set extensions, partial reconfiguration 



1 3 S ome results on theorem p r ovin g in g eometry over finite fields 

#Dongdai Lin, Zhuojun Liu 
August 1993 Proceedings of the 1993 international symposium on Symbolic and 

algebraic computation ISSAC '93 
Publisher: ACM Press 

Full text available: ^ pdf(682.59 KB ) Additional Information: full citation , references , index terms 



http://portal.acm.org/resultsxfm?CFro=47592383&CFTOKEN=66888 12/21/07 



Results (page 1): +finite +field "modular reduction" 



Page 5 of 6 



14 Modular arithmetic and finite field theory: A tutorial 
E. Horowitz 

^ March 1971 Proceedings of the second ACM symposium on Symbolic and algebraic 
manipulation SYMSAC '71 

Publisher: ACM Press 

Full text available: « pdf(569J5KB) Additional Information: Lull citation, abstract, references , citings, index 
^ * terms 

The paradigm of algorithm analysis has achieved major pre-eminence in the field of 
symbolic and algebraic manipulation in the last few years. A major factor in its success 
has been the use of modular arithmetic. Application of this technique has proved effective 
in reducing computing times for algorithms covering a wide variety of symbolic 
mathematical problems. This paper is intended to review the basic theory underlying 
modular arithmetic. In addition, attention will be paid to certain pr ... 
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It is shown that assuming Generalized Riemann Hypothesis, the roots of /(x) = O mod p, 
where p is a prime and f(x) is an integral Abilene polynomial can be found in deterministic 
polynomial time. The method developed for solving this problem is also applied to prime 
decomposition in Abelian number fields, and the following result is obtained: assuming 
Generalized Riemann Hypotheses, for Abelian number ... 
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Let Mq(n) denote the number of multiplications required to compute the coefficients of the 
product of two polynomials of degree n over a q-element field by means of bilinear 
algorithms. It is shown that Mq(n) &nge; 3n - o(n). In particular, if q/2 < n &lne; 
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Modular integer exponentiation (given a, e, and m, compute ae mod m) is a fundamental 
problem in algebraic complexity for which no efficient parallel algorithm is known. Two 
closely related problems are modular polynomial exponentiation (given a(x), e, and m(x), 
compute (a(x)) ... 
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We propose a novel area/time efficient elliptic curve cryptography (ECC) processor 
architecture which performs all finite field arithmetic operations in the discrete Fourier 
domain. The proposed architecture utilizes a class of optimal extension fields (OEF) GF 
(q m ) where the field characteristic is a Mersenne prime q = 2 n - 1 and m = n. The main 
advantage of our architecture is that it achieves extension field modular multiplicat ... 
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Algorithms for parallel computation (multiplication, reduction and exponentiation) over 
finite fields in the general case: GF(IM) and where N is a Mersenne prime of 127, 521, 607 
or 1279 bits: GF(2 P -1) are described. They find a direct application in the generation of 
asymmetric public-key cryptosystems.Two different ways are suggested to implement 
efficiently these algorithms:The first takes advantage of the RISC architecture of the 
transputers (INMOS IMS T414), the parallelism ... 
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In this paper, we present the analysis, design and implementation of an estimator to 
realize large bit width unsigned integer multiplier units. Larger multiplier units are 
required for cryptography and error correction circuits for more secure and reliable 
transmissions over highly insecure and/or noisy channels in networking and multimedia 
applications. The design space for these circuits is very large when integer multiplication 
on large operands is carried out hierarchically. In this paper, w ... 
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Elliptic curve cryptography (ECC) is recognized as a fast cryptography system and has 
many applications in security systems. In this paper, a novel sharing scheme is proposed 
to significantly reduce the number of field multiplications and the usage of lookup tables, 
providing high speed operations for both hard-ware and software realizations. 
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In the last decade, it has become apparent that embedded systems are integral parts of 
our every day lives. The wireless nature of many embedded applications as well as their 
omnipresence has made the need for security and privacy preserving mechanisms 
particularly important. Thus, as field programmable gate arrays (FPGAs) become integral 
parts of embedded systems, it is imperative to consider their security as a whole. This 
contribution provides a state-of-the-art description of security issues ... 
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The use of Java in developing commercial Internet applications is growing very rapidly. A 
major requirement for e-commerce applications is the provision of security. In this work 
we consider Elliptic Curve Cryptography (ECC) because of the high level of security it 
provides with small key sizes. ECC is ideal for use on constrained environments such as 
pagers, personal digital assistants, cellular phones and smart cards. We implement the 
ECC algorithms approved by the National Institute of Standa ... 
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Since their invention in the mid 1980s, Elliptic Curve Cryptosystems (ECC) have become 
an alternative to common Public-Key (PK) cryptosystems such as, e.g., RSA. The 
utilization of Elliptic Curves (EC) in cryptography is very promising because of their 
resistance against powerful index-calculus attacks. Providing a similar level of security as 
RSA, ECC allows for efficient implementation due to a significantly smaller bit size of the 
operands. It is widely accepted that the only feasible way to ... 

Keywords: Pollard's Rho, cryptanalysis, discrete logarithm, elliptic curve cryptosystem 




9 Computer s ec urity and en c ryp tion 1: Achievin g efficie nt p olyn omial m ultip lication i n 
g> fermat fields usin g the fast Fourier transform 
^ Selguk Baktir, Berk Sunar 

March 2006 Proceedings of the 44th annual Southeast regional conference ACM-SE 
44 

Publisher: ACM Press 

Full text available:^ pdf(1 90.68 KB) Additional Information: full citation , abstract , references , index terms 

We introduce an efficient way of performing polynomial multiplication in a class of finite 
fields GF(p m ) in the frequency domain. The Fast Fourier Transform (FFT) based frequency 
domain multiplication technique, originally proposed for integer multiplication, provides an 
extremely efficient method for multiplication with the best known asymptotic complexity, 
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i.e. 0(n log n log log n). Unfortunately, the original FFT method bears significant overhead 
due to ... 
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Computing the long multiplication in fixed-radix representation is described first 
which suggests the use of two mixed solutions: first the sequentialisation of Karatsuba's 
algorithm by its extension to hexa and octo-mul then their judicious combination plus 
Implementation in Occam 2 language. Computing the long multiplication in modular 
representation. Including the principles of modular arithmetic and the Chinese 
remainder theorem, with efficient methods, is given in detail ... 
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In a wireless sensor network environment, a sensor node is extremely constrained in 
terms of hardware due to factors such as maximizing lifetime and minimizing physical size 
and overall cost. Nevertheless, these nodes must be able to run cryptographic operations 
based on primitives such as hash functions, symmetric encryption and public key 
cryptography in order to allow the creation of secure services. Our objective in this paper 
is to survey how the existing research-based and commercial-ba ... 
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direction adapts the algorithm so that rational numbers are automatically produced given 
only upper bounds on the sizes of the numerators and denominators. Another direction 
produces a variant which recovers algebraic numbers as elements of multiple generator 
algebraic number fields. The third direction explains how the method can work if a 
reducible minimal polynomial had been given for an algebraic gener ... 
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An investigation of a suite of RSA processors using different exponentiation and modular 
arithmetic algorithms is the main theme of this paper. The execution time and the amount 
of hardware required of different algorithms used to implement the RSA processor are 
compared. The modular algorithms examined in this paper are classical modular 
algorithm, Barrett's modular algorithm, Hensel's odd division and Montgomery's modular 
algorithm. The exponentiation algorithms implemented are the left-to-rig ... 
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We study the complexity of computing the permanent on random inputs. We consider 
matrices drawn randomly from the space of n by n matrices with integer values between 
0 and p-1, for any large enough prime p. We show that any polynomial time algorithm 
which computes the permanent correctly on even an exponentially small fraction of these 
matrices, implies the collapse of the polynomial-time hierarchy to its second leve ... 
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We present algorithms for computing factorizations and least common left multiple 
(LCLM) decompositions of Ore polynomials over Fq(t), for a prime power q=p». Our 
algorithms are effective in Fg(t)[D; o,5], for any automorphism a and o-derivation 5 of Fq 
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Reconfigurable computing can provide a significant speed-up factor to cryptographic and 
error correcting code algorithms. Finite field arithmetic is essential to both, but is difficult 
to implement efficiently. Finite field instruction set extensions and a reconfiguration 
framework have been constructed to enable a finite field multiplier to be regenerated via 
software control. A performance evaluation has been created by generating a Finite Field 
Extensions Unit with MicroBlaze processor in a X ... 
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The paradigm of algorithm analysis has achieved major pre-eminence in the field of 
symbolic and algebraic manipulation in the last few years. A major factor in its success 
has been the use of modular arithmetic. Application of this technique has proved effective 
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